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STANDARTINIAI TECHNINIAI REIKALAVIMAI
400/330/110/10 kV TP MIKROPROCESORINEMS RELINES APSAUGOS IR
AUTOMATIKOS RELEMS IR VALDIKLIAMS/
STANDARD TECHNICAL REQUIREMENTS FOR 400/330/110/10 kV
SUBSTATION‘S RELAY PROTECTION AND AUTOMATION
MICROPROCESSOR BASED RELAYS AND CONTROLLERS

Jrenginio, jrangos, gaminio ar medziagos reikalaujamas

Reikalaujama parametro ar
funkcijos reik3mé, iSpildymas

Eil. Nr./ parametras, funkcija, iSpildymas ar savybé/ Device, .
: : . ar savybé/
Seq. equipment, product for material required parameter, .
S . . Required parameter or
No. function, implementation or feature(mato vnt./measuring .
. function value,
unit) . .
implementation or feature
1. Standartai/ Standards:
Gamintojo kokybés vadybos sistema turi bdti jvertinta
1.1 |sertifikatu/ The manufacturer's quality management system ISO 9001
shall be evaluated by certificate
Gamintojo aplinkos vadybos sistema turi bdati jvertinta
1.2 |sertifikatu/ The cable's manufacturer's environmental ISO 14001 ®
management system shall be evaluated by certificate
Atitiktis  elektromagnetinio  suderinamumo, suderinimo
(2014/30/ES) ir tam tikrose jtampos ribose skirty naudoti
elektros jrenginiy tiekimu rinkai, suderinimo (2014/35/ES)
direktyvy reikalavimams turi bdti patvirtinta sertifikatu/| CE atitikties deklaracijos
1.3 |Compliance to electromagnetic compatibility (2014/30/EU)| sertifikatas ©/ To provide CE
and relating to the making available on the market of|  conformity certificate ©
electrical equipment designed for use within certain voltage
limits (2014/35/EU) directives shall be approved with
certificate.
Techninés charakteristikos turi atitikti ir bandymai turi bati
1.4 |atlikti pagal/ Technical characteristics shall satisfy and tests IEC 60255-1 @
shall be accomplished by
69
Relés ir valdikliai turi bati istestuoti ES akredituotoje IEC 61850-6%
. . o . IEC 61850-7-19,
nepriklausomoje laboratorijoje pagal IEC 61850-10 versija 2 b)
; . IEC 61850-7-2",
1.5 |/ Relays and controllers shall be tested in the EU accredited b)
. : . IEC 61850-7-3",
independent laboratory in accordance with IEC 61850-10 b)
edition 2 IEC 61850-7-4",
IEC 61850-8-1"
16 Korpuso apsaugos laipsnis pagal (_IP kodas)/ Enclosure IEC 60529 @
degree of protection (IP class) according to
17 Apsaugy ir automatikos funkcijos pagal/ IEC 60255 serijos standartus/
' Protection and automation functions according to IEC 60255 series standards ?
18 Kibernetinés saugos reikalavimai pagal standartg / Cyber IEEE 1686

security requirements according to standard




Autorizacija naudojant rolés prieigos kontrole pagal IEC-62351-8
1.9 |[standarta/ Authorization using role-based access control
(RBAC) according to standard
2. Aplinkos salygos/ Ambient conditions:
2.1 |Eksploatavimo salygos/ Operating conditions Patalpoje ?/ Indoor @
leistina ilgalaiké eksploatavimo temperatira/ Highest a)
2.2 . . > +55
allowable operating ambient temperature, °C
23 Minimali eksploatavimo aplinkos temperattra turi bati ne <109
' aukstesné kaip/ Lowest operating ambient temperature, °C
Eksploatavimo aplinkos santykiné drégmé/ Operating a)
2.4 : : . =290
environment relative humidity, %
3. Korpuso apsaugos laipsnis/ Enclosure protection degree
31 Sonai, virdus ir apadia pagal IEC 60529/ Sides, top and > P20 @
' bottom according to IEC 60529 B
39 Galiné dalis pagal IEC 60529/ Rear side according to > P10 @
IEC 60529
33 Priekiné dalis pagal IEC 60529/ Front side according to > P20 @
IEC 60529
4, Integruotas maitinimo Saltinis/ Integrated power supply
4.1 |Vardiné maitinimo jtampa/ Nominal operating voltage, V DC 220 arba/or 110 @
Atsparumas vardinés DC maitinimo jtampos pulsacijai/ a
4.2 . : , 2+159
Resistance to nominal DC voltage ripple, %
43 Patikimo veikimo vardinés maitinimo jtampos ribos/ Reliable 0.8—11Uy?
operation rated voltage range, V DC
Atsparumas trumpalaikiams vardinés jtampos nutrikimo
4.4 |intervalams, kuriy trukmé/ Resistance to short-term >509
interruption for the rated voltage ranges of duration, ms
5. Analoginiai srovés jéjimai/ Analog current inputs
5.1 |Vardiné (In) jéjimo srové/ Nominal (In) current input , A Y 19
Vardinis jéjimo srovés daznis/ Nominal current input a)
5.2 50
frequency, Hz
53 1Ztrukmes terminis atsparumas / Thermal resistance for 1 s > 100 @
54 Terminis atsparumas ilgalaikei srovei/ Thermal resistance for > 49
' long-term current, A -
5.5 | Srovés matavimo paklaida/ Current measurement error, % <+39
Srovés signalo skaitmeninis skaidymo daznis/ Current signal a)
5.6 L : > 1000
digital sampling frequency , Hz
6. Analoginiai jtampos jéjimai
6.1 |Vardiné (Un) jéjimo jtampa/ Nominal (Uy) voltage input, V 100 @
Vardinis jéjimo jtampos daznis/ Nominal voltage input a)
6.2 50
frequency, Hz
6.3 Terminis atsparumas ilgalaikei jtampai/ Thermal resistance > 200 @

for long-term voltage, V




Matuojamos jtampos paklaida/ Voltage measurement error,

64 g <+39
Skaitmeninis analoginio jtampos signalo skaidymo daznis/ a)
6.5 : L . = 1000
Voltage signal digital sampling frequency, Hz
7. Analoginiai mazy sroviy jéjimai keitikliams/ Analog low current inputs for transducers
7.1 | Srovés matavimo ribos/ Current measurement range, mA DC >2+209
Terminis atsparumas ilgalaikei srovei/ Thermal resistance for a
7.2 2509
long-term current, mA DC
7.3 |Matuojamos srovés paklaida/ Current measurement error, % +193
8. Integruoti binariniai jéjimai / Integrated binary inputs
8.1 Integruoti binariniai jéjimai turi bati/ Integrated binary inputs shall|  1zoliuoti optiniu bGdu/ opto
' be insulated
Binariniy j&jimy patikimo darbo jtampos, | Veikimas/ > 165 @
go |kai vardiné jtampa 220 V DC/ Binary Operation, V
' inputs reliable operating voltages for the | Neveikimas/
Binariniy j&jimy patikimo darbo jtampos, | Veikimas/ 282,59
g3 |kai vardiné jtampa 110 V DC/ Binary Operation, V
' inputs reliable operating voltages of the | Neveikimas/
8.4 |Binarinio jéjimo suveikimo laikas/ Trip time, ms <59
Terminis atsparumas ilgalaikei jtampai/ Thermal resistance for
8.5 =300
long-term voltage, V DC
9. Integruoti binariniai iSéjimai/ Integrated binary outputs
91 Vardiné ilgalaiké kontakty srové/ Nominal contacts long-term >5a)
' current, A B
992 Kontakty nutraukiama srové esant 110 V DC ir L/R < 40ms/ 502
' Contacts breaking current at 110 V DC and L/R=40ms, A -
93 Kontakty nutraukiama srové esant 220 V DC ir L/R < 40ms/ 5019
' Contacts breaking current at 220 V DC and L/R=40ms, A -
200 ms trukmeés terminis atsparumas / Thermal resistance for
9.4 2309
200ms, A
9.5 |[Binarinio iSéjimo suveikimo laikas/ Binary output trip time, ms <109
10. |Sasajos/ Interfaces
10.1 |Sasaja zmogus-masina / Human-machine interface
Integruota jrenginio korpuse/
10.1.1 |Sasajos tipas/ Interface type Integrated into device
housing @
Jrenginio korpuso priekinéje
dalyje su jungtimi kompiuterio
10.1.2 |Sasaja turj bati jrengta/ Interface shall be installed prijungimui/ On the front of
the casing, with connector for
computer
Vietiniam valdomy jrenginiy ss:hevr_nos _sudgryrr_\w_ ir valdvy[nu!, Skystujy kristaly ekranas ir
duomeny (nuostaty, slaptazodziy) jvedimui ir perziGrai, intearuota klaviatira/ Liquid
10.1.3 |nuostaty grupiy, funkcijy valdymui, matavimy indikacijoms/ g g

For locally controlled devices scheme design and
management, for data (settings, passwords) entry and

crystals monitor and
keyboard @




review, for control setting groups and functions, for

measurement’s indications

Vietinio/nuotolinio valdymo perjungimui/ For local/remote

Individualus klaviSas/

10.1.4 control switching Individual button &
e . . . . .| =8 8viesinés indikacijos su
Vietinéms apsaugy ir automatikos funkcijy poveikiy| o . .
S ) . . Zenklinimo laukais/ = 8 light
10.1.6 |indikacijoms/ For local protection and automation functions| . . . S
e indicators with labeling fields
trip indications a)
Jrenginio normalus darbo
rezimas, individuali Sviesiné
indikacija/ Normal device
. . ) ) L work state, individual light
10.1.7 Vietinei jrenginio savikontrolés funkcijy indikacijai/ For local indication @
device self-monitoring function indication —— :
Jrenginio vidinis gedimas,
individuali Sviesiné indikacija/
Internal device fault,
individual light indication @
10.2 |Sasaja su pastotés duomeny tinklu/ Interface with station data network
10.2.1 |Sasajy kiekis/ Interfaces quantity 223
Galinéje jrenginio plokstéje/
10.2.2 |Sasajos turi bati jrengtos/ Interfaces must be installed On the back plate side of the
device ¥
Optinés ST arba LC jungtys/
10.2.3 |Sasajy tipas/ Interfaces types Optical ST or LC connectors
a)
10.2.4 |Komunikacijos greitis/ Communication speed > 100 Base-FX @
Duomeny mainai (iSskyrus laidinius rySius) su TSPJ, tarp
reliy, valdikliy ir monitoringo sistemy turi vykti pagal .
10.2.5 |standartg/ Data exchange (except for a wired connections) IEC 61850 versia Z'O/a)
) oo IEC 61850 version 2.0
with RTU, between relays, controllers and monitoring
systems must be carried out according to standard
10.2.6 Duomeny perdavimo rezervavimas pagal IEC 62439 turi bati/ PRP @
=7 | Data transfer reservation according to IEC 62439 shall be
Laiko sinchronizacija pagal IEC 61850 turi bGti protokolu/
10.2.7 |Time synchronization protocol according to IEC 61850 shall SNTP @
be V)
10.3 |Mechaninés sgsajos/ Mechanical interfaces
Laidy prijungimas prie analoginiy ir binariniy jéjimuy/iSéjimy Y T :
10.3.1 |ploks¢&iy turi bati/ Wiring connection type to the analog and V_arztu priverziami gnybta'g)
: With screw-type terminals
binary I/O boards shall be
10.3.2 Analoglnlg, blnarln!q lejlmqllsejlr_nq izoliacijos varza turi bati/ > 100 MQ prie/at DC 500 V
Analog, binary 1/O insulation resistance shall be
Su jrenginio gamintojo
numatytu fiksavimo
Binariniy jéjimy/iséjimy gnybty rinkliy grupiy, komunikacijy maet.‘ijhnarl:zr?]”g; gﬁmgge
10.3.3 |sagsajy konstrukcija turi bati / Binary I/O terminals group jungti gnyolu

blocks and communications interfaces construction shall be

neatjungus laidy/ With device
manufacturer provided
locking mechanism and
ability to disconnect the




terminal group blocks without
disconnecting wires

Vidinio gedimo (savikontrolés) vietinei indikacijai turi bati/ For

Atskiras NC binarinis

10.3.4 local device internal fault (self-monitoring) indication shall be iSejimas/ Inc;jl:\tlpl)%l:aa! NC binary
]zeminimo laidininko
. e . prijungimo vieta pazyméta
10.3.5 Jrenginio korpuso jzeminimui turi bati numatyta/ For device senklu £ 3/ The ground wire

enclosure grounding shall be provided

connection location marked
with + @

10.3.6

Jrenginio korpuso konstrukcija ir jos dalys turi bati pritaikytos
montavimui/ Device enclosure construction and its
components shall be adapted for installation to

Vidaus spinty 19 pasukamg
réma/ Indoor cabinets
revolving 19” frame @

10.4

Techniniai reikalavimai kibernetinés saugos funkcijoms/ Technical requirements for cyber

security functions

10.4.1

Prieigos  apsaugg  uZtikrina  vartotojai apsaugoti
slaptazodziais, kuriy struktGra turi sudaryti / Access
controlled by password that shall support following structure

28 simboliai/ =8
symbols; @

bent vienas skaiCius /At
least one number; @
bent viena didzZioji ir
viena mazoiji raidé / At
least one uppercase
and one lower case
letter; @

bent vienas specialusis
simbolis / At least one
non-alphanumeric
character (e.g., @, %,
&, *). a)

1)
2)

3)

4)

10.4.4

Neaktyvaus prisijungusio vartotojo atjungimo funkcija/ User
access time out function

Automatiné su galimybe
nustatyti atjungimo laika/
Automatic user log out with
controlled time out time @

10.4.5

Saugomy  jvykiy  Zurnale
kiekis, vnt./ The number of
stored events

> 2048

Jvykiy  Zurnalas turi  bati
apsaugotas/Event log must be
protected ¥

Nuo redagavimo ir iStrynimo/
From erasing and modifying

zurnalo
events

Saugos  jvykiy
funkcija/ Security
logs

Zurnale fiksuojamy jvykiy tipai
/ Type of events recorded in
the log @

1)
2)

Prisijungimas/Log in; ®
Rankinis
atsijungimas/Manual log
out; ¥

Automatinis
atsijungimas/Timed log
out; @

ReikSmeés
forsavimas/Value forcing;
a)

KonfigUracijos
nuskaitymas/
Configuration access; ?
KonfigUracijos keitimas/
Configuration change; @

3)

4)

5)

6)




7) Mikrokodo
pakeitimas/Firmware
change;

8) SlaptaZzodzio arba
vartotojo sukdrimas arba
slaptazodzio iStrynimas/
ID/Password creation or
Password deletion; @

9) Audito zurnaliniy jrasy
nuskaitymas/ Audit log
access; ¥

10) Laiko ar datos keitimas/
Time/ Date change; ®

11) Sékmingi ir nesékmingi
bandymai prisijungti/
Successful and
Unsuccessful login
attempt @

12) Perkrovimas/ Reboot; @

13) Bandymas naudoti
neautorizuotg
programine jranga/
Attempted use of
unauthorized
configuration software; ®

14) Neteisinga konfiglracija
arba mikrokodas / Invalid
configuration or firmware;

a)

15) Atsisiuntimas/ Download;

a)

Zurnalo jrase saugoma
informacija/ Records format @

1. Zurnalinio jvykio numeris/
Event record number;

2. laikas ir data/ Time and
date;

3. Vartotojo identifikacija/
User identification;

4. |vykio tipas/ Event type.

Automatinis jvykiy perdavimas
j nuotolinj serverj/ automatic
events record storage in
remote server?

Syslog protokolu / Syslog
protocol @

10.4.6

Jrenginio rySio sasajy ir jomis veikianciy funkcijy valdymas /
Device connectivity interfaces and their functionalities control

Galimybé jjungti ir iSjungti /
The ability to enable / disable

10.4.7

Vartotojy autorizacijai naudojama vartotojy roliy prieigos
kontrolé pagal / Requirements for authorization using role-
based access control according to (RBAC)

IEC-62351-8%
standartg / Standard

10.4.8

Reikalavimai jrenginio naudotojy roliy administravimui pagal
/ Role based users account management requirements
according to

IEC-62351-8%
standartg / Standard




Pastabos/ Notes:
D - Techniniame projekte gali bati koreguojamos reikSmeés, tacdiau tik grieztinant reikalavimus/ -
Values can be adjusted in a process of a design but only to more severe conditions.
Rangovo teikiama dokumentacija reikalaujamo parametro atitikimo pagrindimui:/
Documentation provided by the contractor to justify required parameter of the equipment:

a) |renginio gamintojo katalogo ir/ar techniniy parametry suvestinés, ir/ar brézinio kopija/ Copy
of the equipment’s manufacturer catalogue and/or summary of technical parameters, and/or
drawing of the equipment;

b) Atitikties sertifikato, iSduoto licencijuotos nepriklausomos jstaigos, kopija/ Copy of the
conformity certificate issued by notified conformity assessment independent body;

c) Atitikties sertifikato, gamintojo arba iSduoto licencijuotos nepriklausomos jstaigos, kopija/
Copy of the conformity certificate issued by manufacturer or notified conformity assessment
independent body;




